How to Get an SMIME Certificate

Step 2: download your certificate

When your application form has been processed, you will receive an email (sender address:
dfnpki-mailsender-noreply@dfn-cert.de) saying your certificate has been issued and is ready for
downloading. The email will look like this:

Sehr geehrte Nutzerin, sehr geehrter Nutzer,

die Bearbeitung Ihres Zertifizierungsantrags - mit Profil User ist nun abgeschlossen.
Ihr Zertifikat mit der Seriennummer [INNIMNNNES ist auf den Namen
-, 0U=K 1M, 0=Universitaet Konstanz,L=Konstanz,ST=Baden-Wuerttemberg,C=DE
erstellt worden.

Sie bendtigen die Seriennummer, um Ihr Zertifikat gegebenenfalls sperren zu kdonnen.

* Wenn Sie ein Nutzerzertifikat beantragt haben, wahlen Sie bitte die folgende Seite. Dort konnen Sie eine Zertifikatdatei im PKCS#12-Format erstellen, die Sie fiir IThre Anwendungen benGtigen:

https://pki .pca.dfn.de/dfn-pki/dfn-ca-global-g2/a58e/certificates [N

* Andernfalls, wenn Sie das Zertifikat iiber den Karteireiter "Serverzertifikat" beantragt haben, bendtigen Sie

- die CA-Zertifikate unter der Seite
https://pki.pca.dfn.de/dfn-ca-global-g2/cgi-bin/pub/pki?cmd=getStaticPage;name=index;id=2;RA_ID=4580

- und Ihr eigenes Zertifikat, das Sie im Anhang dieser Mail finden.

Befolgen Sie bitte die in dem Dokument "Informationen fiir Zertifikatinhaber" aufgefiihrten Regelungen: https://info.pca.dfn.de/doc/Info_zertifikatinhaber.pdf

Mit freundlichen Griien

Ihr DFN-PKI-Team

Please click on that first link.

The following window will open. If it is shown in German, you can change the language to English
with the dropdown menu in the top right corner.
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Download your certificate

To download your requested certificate you need the certificate application data file, that you downloaded when applying for this

certificate.
Certificate application data file (.json) Browse
Your certificate application data file with file extension .json

Please enter the passphrase that protects the certificate application data file.

Passphrase of the certificate application data file

cate application data file.

This passphrase has been set by you during the application process for this certificate whilst downloading the ce

Remember the file you downloaded after filling in the application form? You will need to upload
this form here now. For that, please click on ,Browse”“ and select the form from the folder you
saved it to (it is a .json file).

You have also set a password for this form when you downloaded it. Please enter this password
here and click on ,,Continue®.


mailto:dfnpki-mailsender-noreply@dfn-cert.de

You will then see a summary of your certificate data. Please click on ,Save certificate“ at the
bottom.

You will now be asked to set a password for your certificate. This can be anything, a strong
password is recommended. Please keep it in a safe place, you will need this password again
when installing the certificate to your email programme.

After you click on ,Okay“, a certificate file will be generated (.p12 file). Please save that file to a
save place on your computer and on an external drive as a back up.

You can now install your certificate in your email programme.



